My topic today is database technologies and the law

Privacy is a value we are all familiar with, however it does not have a universally recognized definition. A broad definition of privacy stated by judge Thomas Cooley in 1880 is “the right of complete immunity: to be let alone”. 
I will focus on informational privacy, the right to restrict access to the information about ourselves. 

There is also no universal recognition of the value of privacy. Should we value privacy for its own sake, or instead value what privacy makes possible? Privacy enables anonymous speech, the ability to form intimate human relationships, and the development of a public and private sense of “self”.
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Today there are hundreds of government agencies and companies which gather our personal information into massive databases. While many of us have accepted this as the way things are, it’s important to know this is a relatively modern development.  

Before the advent of computer database technology, the collection of personal information was done on a much smaller scale. Personal information was stored either on paper, or in memory. Accessing and sharing this information was much more cumbersome, as it required access to the physical location of the record. 

Currently, an astounding amount of information both vital and mundane is collected and shared. The digital nature of the information, combined with the massive storage capabilities of modern computers makes the information permanent. The internet has made dissemination and access to these databases practically instantaneous.
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Both traditional and new methods of collecting personal information are used. The government coerces vital information such as birth and death records, marriage and voting records, and tax information.  Government agencies collect other information, and information is available through court records, the census, property records, etc.

Companies we do business with solicit information, or condition the use of their services on the submission of personal information. Examples of these techniques are warranty registration cards, discount shopping programs such as a supermarket cards, and surveys. 
New techniques are being used to collect personal information. Clickstream technology allows websites to track where visitors have been, and how long they stay. The use of cookies tracks a user’s visits to websites. Spyware and keyloggers can generate personal information. Web bugs and digital rights technologies are example of new technologies that can be used to clandestinely collect user information. 
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After its initial collection, this information is pooled together by several means. Commercial entities obtain public records from the government. In some cases, they have free access to this information, and in some cases they pay for access to the database. Commercial entities consolidate their databases to form more complete records. These commercial databases in their more complete form are then sold back to the government, for use in national security and law enforcement. 

In many ways, database technology has benefits for society. The ability of consumers to access public records promotes good government, public safety is improved due to advanced informational analysis tools, and consumers receive marketing that is more targeted to their personal wants and needs. It is the responsibility of the legal community to balance these benefits with the dangers to society and privacy.
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On the other side of the coin, there are many dangers to database technology. Decisions that were once made by people are now being made on the basis of formulas, depending on the accuracy of computer databases. The information compiled in a database, no matter how thorough cannot portray a complete and accurate record of an individual. There is also the danger of incorrect or misleading information, whether due to a mistake by the recordkeeper, or through fraud such as identity theft. Important employment, credit, and even apartment rental decisions are based upon these databases, so the consequences to an individual can be disastrous.

According to FTC chairman Timothy Muris, the two most serious threats arising from information security are the danger of identity theft, and the safety of women and children from stalking activity. 

A less tangible threat is the risk of a “chilling” effect on speech. People react differently when they are aware of being watched, and surveillance is an effective way of quelling dissent. 
Profiling for the purposes of national security and police investigations has increased since 9/11, and the consequences for a suspect detained for investigation can be substantial.  If information used for these profiling purposes is improperly kept, not verified, or tampered with it could result in unwarranted detention.
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Computer databases have not been created with malicious intent to harm; they were created by commercial and government bureaucracies. Likewise, the release of information in the wrong hands is often not done intentionally, but through negligence. 
The information collected in computer databases often innocuous, individually. Taken as a whole, it can paint a greater picture of your life. Even though the value of your information may be miniscule, combined with the records of millions of other people, this information is very valuable.  
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The law of privacy has changed over time to meet technological threats to our privacy. In the early history of the United States social norms, the expense of typesetting, and the distance of rural life protected privacy from commercial interests. The bill of rights reflects the concerns for protection of privacy from the government, such as the first amendment freedom of anonymous speech, fourth amendment freedom from unwarranted search and seizure, and Fifth Amendment protection from self-incrimination. 
As the government grew, it collected more information. A company that would eventually become IBM provided the US government with punch cards to help process the 1840 census. This census collected financial and health questions, which many people thought were too invasive of privacy. The law responded by passing restrictions on the dissemination of census data. 
Shortly after, another invention threatened privacy- the invention of the Kodak instant camera. The advent of instant photography and the commercial press spurred Warren and Brandeis to write one of the most influential law review articles of all time. This article “the right to privacy” advocated the creation of a new tort protecting the right to privacy. The courts responded by allowing tort actions for a variety of invasions of privacy.
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The next monumental advance in privacy law occurred in 1960, when Dean Prosser concluded after a review of over 300 cases decided since the Warren and Brandeis article that rather than one singular right of privacy, there were four distinct torts. These torts were accepted into the restatement of torts, however many states, such as New York have not enacted all four.
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The invention of the mainframe computer in 1948 created new threats to privacy, and the public reacted to privacy problems when government and commercial databases were computerized in the 1970s. A major concern was that social security numbers would be used as identifiers. Congress reacted by creating the federal Freedom of Information act in 1966, and the Privacy Act of 1974. The privacy act restricted the release of personally identifiable information, and restricted use of social security numbers by federal agencies. FOIA provided for access to records and documents maintained by the federal government. Since then, every state has enacted state FOIA laws. There are permissive FOIA privacy restrictions; however it is up to the governmental agency to protect them.
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Legislative action since the Privacy Act has been haphazard, focusing on selective kinds of information, instead of treating information privacy as a whole. The dissemination of cable viewing habits, student records, video rental information, and health information has all been the subject of federal legislation. The coverage of these statutes is far from comprehensive. Several pieces of legislation have actually enabled the dissemination of information. The FCRA allows for the unrestricted sale of credit headers, which contain name, variations of names, current and prior address, phone number, date of birth, and Social Security Number. The GLB restricts the use and disclosure of nonpublic personal information from unaffiliated financial institutions, and require the institution to provide annual privacy notices. 
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The driver’s privacy protection act and the Children’s online privacy protection act are examples of effective targeted statutes. Web sites are now prevented from collecting children’s information online without parental permission, and states cannot disclose motor vehicle records except in limited circumstances.
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There are a lot of laws; however there is surprisingly little protection from the harms of database technology. The privacy law developed before the growth of computer databases ineffective for dealing with these harms. The Supreme Court recognized an informational privacy right grounded in the fourteenth amendment (deprivation of life liberty, or property) in Whalen V. Roe 1977. Litigation to protect against databases of personal information has been mostly unsuccessful. The private privacy torts are directed towards specific harms to individuals- like when an embarrassing secret is revealed. The information in databases is usually not highly offensive, and much of it is already in the public record. The tort of appropriation has not been successful, since the value in personal information is not in the individual, but only when it is aggregated. Constitutional protections only apply to information that is compelled by the government, and much of the information in computer databases is collected by companies. 
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The Federal Trade Commission has attempted to regulate the collection of personal information online; however this is only a recent phenomenon. Until 1998 they relied upon the self-regulation of  businesses. Today the FTC prosecutes companies who do not follow their own privacy policies. 
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There are a number of problems with the law that need to be fixed before we can achieve meaningful protection against the dangers of computer databases. The law suffers from too clear a distinction between private and public information. 

Laws like GLB and websites rely on opt-out privacy policies, which encourage unreadable privacy disclosures to discourage opting out. 

The concept of “invasion” of privacy needs to reflect the harm to society as a whole, rather than specific harm to individuals. 

FTC action still only punishes serious offenders, and settlements have been too light to deter violation, usually companies just have to reform their ways.
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Education has come a long way; people are more aware of their personal information, and careful of how they protect it. Technology has developed which could further protect our privacy, encryption and anonymization software. The consumer interest in identity theft and data security sparked by recent breaches in information security have renewed interest in legislation, and there are several bills in the house requiring the security of information, and severe punishments for violation. The European Union approached privacy very differently than the United States. An omnibus privacy protection bill, the EU Data Protection Directive of 1995 covers the security and notification of individuals whose data is collected. 
Future privacy protection should come from the legislature. The issue of privacy is valued differently by different people, and there are balancing values, such as safety. The extended length of time for passing legislation is not as important as ensuring a set of rules which balance privacy interests for future generations. 
Individual education and self protection is very important as well. Technology to use the internet, and make purchases anonymously can reduce the collection of information. 

